
Securing�antum Computer Reset with One-Time Pads

Chuanqi Xu
Department of Electrical & Computer

Engineering
Yale University

New Haven, CT, USA
chuanqi.xu@yale.edu

Jamie Sikora
Department of Computer Science

Virginia Tech
Blacksburg, VA, USA

sikora@vt.edu

Jakub Szefer
Department of Electrical and

Computer Engineering
Northwestern University

Evanston, IL, USA
jakub.szefer@northwestern.edu

Abstract

The rapid expansion of cloud-based access to quantum computers

has signi�cantly democratized their usage, enabling a more diverse

range of users to explore and utilize quantum computing technolo-

gies. However, this increased accessibility also introduces security

and privacy concerns. Cloud-based access and sharing of quantum

computers require secure means to isolate di�erent users, such as

through the use of reset operations. However, current reset oper-

ations, including direct thermalization and fast reset instructions,

are vulnerable to information leakage due to imperfections in quan-

tum computer operations. To counteract these vulnerabilities, our

work proposes multiple implementations of the one-time pad (OTP)

defense mechanism. These implementations, speci�cally random

execution, dynamic circuit, and control gate, involve applying Pauli

or control gates randomly before executing standard reset oper-

ations. We analyze and compare these implementations in detail,

demonstrating their e�ectiveness in mitigating state leakage. This

work o�ers innovative approaches to enhancing the security of

reset operations and the safety of cloud-based quantum computers.

CCS Concepts

• Security and privacy→ Hardware-based security protocols;

Trusted computing; • Hardware→ Quantum error correction

and fault tolerance.
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1 Introduction

The concept of Noisy Intermediate-Scale Quantum (NISQ) charac-

terizes the current generation of quantum computers [20]. These

NISQ devices have promising applications in �elds such as natural

sciences and optimization [15, 18]. Further, the evolution of quan-

tum computers is rapid. For instance, 1121-qubit machines are now
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operational and quantum computers with 200 qubits capable of

running 100 million gates are expected before 2030 [14].

The availability of quantum computers from diverse manufac-

turers via cloud-based platforms such as IBM Quantum, Amazon

Braket, and Microsoft Azure, has further revolutionized accessibil-

ity, eliminating the need for physical ownership and maintenance.

Yet, this ease of access introduces signi�cant security and privacy

challenges. Malicious users could exploit this openness to infer sen-

sitive information of others. One source of such leakage is noise and

errors, such as in qubit resetting, which is necessary between circuit

executions. These noisy and erroneous resets can inadvertently leak

information to subsequent runs, presenting a vulnerability that has

been exploited in various attacks, such as reset attacks [19, 22], side-

channel attacks [6], and higher-energy state attacks [23, 24, 26, 28].

This leakage, which we name “horizontal” leakage, involves sequen-

tial information transfer from earlier to later executions. On the

other hand, “vertical” leakage occurs simultaneously across qubits,

and it is another form of vulnerability, as evidenced in crosstalk

attacks [1, 2, 9, 10] and qubit sensing [4].

Quantum algorithms are inherently probabilistic, often requir-

ing many executions to yield reliable outcomes. To ensure each

execution starts from a predetermined ground state and to pre-

vent interference of previous results, a reliable reset mechanism

between iterations is essential. However, noise and errors prevalent

in quantum computers, particularly within these reset mechanisms,

can not only introduce systematic errors in computations because

of the dependence on the computational results, but also create

security and privacy risks through information leakage.

To mitigate the “horizontal” leakage, a previous work proposed

to use the one-time pad (OTP) [27]. The idea of the cryptogra-

phy technique is to XOR, or pad, the plaintext into a perfectly

secure ciphertext. The authors thoroughly studied this problem and

demonstrated that OTP can be used to mitigate the state leakage.

However, they do not provide any insight into how OTP can be im-

plemented in contemporary quantum computers, nor the in�uence

of randomness on the e�ectiveness.

In this paper, we seek to propose practical implementations for

both classical (COTP) and quantum (QOTP) one-time pads, tailored

to current quantum computer architectures, while also being fea-

sible to be incorporated in the future. Our goal is to demonstrate

the feasibility and e�ectiveness of these implementations in miti-

gating "horizontal" leakage, as well as discuss the advantages and

disadvantages of these implementations in depth.

2 Background

This section introduces the necessary topics of quantum computing

and the one-time pad needed for this paper.
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2.1 Quantum Computing Basics

Quantum states are often denoted in Dirac notation as |ć ð. A

qubit is a 2-dimensional quantum state which can be written as

|ć ð = (Ă, ă)) where |Ă |2 + |ă |2 = 1. In quantum circuits, qubits

are controlled and evolve under quantum gates, which are unitary

operations. At the end of a quantum circuit, the �nal state can

be measured to get the computation results. According to Born’s

rule, the probability of measuring |ğð is given by Č ( |0ð) = |Ă |2 and

Č ( |1ð) = |ă |2. Moreover, the measurement leads to the collapse of

the quantum state. A general representation of quantum states is

the density matrix Ā =
∑

8 Ħ8 |ć8 ðïć8 |. The probability of measur-

ing |ğð is given by Č ( |ğð) = ïğ | Ā |ğð. If Ā =
1

= ą= , where ą= is the

Ĥ-dimensional identity matrix, it is the maximally mixed state, and

the probability of measuring any state |ğð is 1

= .

2.2 Classical One-Time Pad (COTP)

One-time pad (OTP) is widely used in cryptography [7]. The idea is

to generate a random key with the same length as the plaintext. The

ciphertext is generated by XORing, or padding, the plaintext with

the key. Due to the property of XOR, the plaintext can be retrieved

later by XORing the ciphertext with the key. COTP can be extended

to quantum computing by padding the input with Pauli-Ĕ , which

is similar to a bit-�ip or NOT gate in classical computers. Whether

Pauli-Ĕ is applied is based on a bit of a random number with the

same probability to be 0 or 1. As a result, there is probability 1

2

the state will be Ā and probability 1

2
the state will be ĔĀĔ , leading

to Ā′ = 1

2
Ā + 1

2
ĔĀĔ . However, this direct extension is not secure.

If Ā = |0ð ï0| or |1ð ï1|, then Ā′ is a maximally mixed state. But

for other states, e.g., Ā = |+ð ï+|, all items in Ā′ are 1

2
, which only

measures +1 along the Ĕ axis.

2.3 Quantum One-Time Pad (QOTP)

QOTP extends COTP by randomly applying both Pauli-Ĕ and Pauli-

Ė [8]. This requires two random bits: one for Pauli-Ĕ and one for

Pauli-Ė , which results in four cases with probability 1

4
, so the state

is Ā′ = 1

4
Ā + 1

4
ĔĀĔ + 1

4
ĖĀĖ + 1

4
ĔĖĀĖĔ . It can be proved that Ā′ is

a maximally mixed state regardless of Ā , and thus all measurements

yield the same results.

2.4 Execution Pattern of Cloud Quantum
Computing

Due to quantum algorithms’ probabilistic nature, a circuit is exe-

cuted multiple times (or shots) to gather statistical results. Qubit

resetting between shots, typically to the |0ð state, is crucial for

ensuring each shot starts consistently, facilitating accurate, repeat-

able measurements. Users submit jobs comprising multiple shots

to the quantum hardware, which executes them and returns the

aggregated results. This process highlights the importance of the

reset mechanism in shot-based quantum computing.

3 Threat Model

In order to provide strong assurances about the security of our de-

fense, we assume a powerful attacker. In particular, we assume that

quantum computers can be shared, allowing for the alternate execu-

tion of circuits from various users. We assume part of the shots of

quantum computing jobs, or even individual shots, from di�erent

users can alternate execution on a set of qubits, leading to possi-

ble attacks leveraging “horizontal” information leakage. A similar

counterpart in classical computing is the sharing of the central pro-

cessing unit (CPU) or memory among di�erent programs or users,

which is a universal standard in modern classical architecture.

The purpose of this study is to show how to safely reset the

qubits so that an attacker cannot gain any information about the

victim. We assume that the victim quantum program operates on

certain quantum computer qubits. On the same qubits that the

victim utilized, a powerful attacker can execute their circuit after

the victim’s circuit. We assume that the victim’s qubits are reset

before the attacker can utilize them, and that the attacker cannot

modify the reset scheme used.

We assume that the attacker’s goal is to recover the victim’s

quantum programs’ results after the victim has completed their

computation and read out their qubits. We assume that the attacker

can execute the quantum programs following the victim’s quantum

programs enough times, allowing the attacker to measure some

statistical results. In particular, we assume that the provider of the

quantum computer has strong logical isolation so that the victim’s

outputs cannot be directly accessed by the attacker. Thus the at-

tacker’s goal is to try to use leakage due to the hardware defects to

gain the information of victim’s results, which we seek to prevent.

4 One-Time Pad Implementation

The core principle underlying OTP is the random application of

selected quantum gates to qubits to e�ectively mask the states

before attackers can try to learn them. We choose Pauli-Ĕ and

Pauli-Ė , or the controlled version of these gates. We refer to these

gates as OTP gates, though gates for OTP are not limited to these

two. The OTP gates are applied in a randomized fashion discussed

later. This section focuses speci�cally on implementation details of

the OTP gates; we utilize IBM Quantum for experimental testing

due to its advanced features and widespread adoption.

4.1 OTP Variants

In assessing the implementations of the one-time pads for quantum

computing, we consider several key factors: randomness, time and

space complexity, system requirements, optimization strategies,

and potential error sources, as summarized in Table 1.

Random Execution OTP (RE-OTP): This approach diverges

from the standard practice of repeatedly running an identical quan-

tum circuit. Instead, it involves the sampling of a unique circuit for

each execution selected from a prede�ned set of circuits according

to a speci�c random distribution. For RE-OTP implementation, each

circuit shot is the original circuit appended with random OTP gates.

This randomness can be generated through an external program or

a random number generator integrated with the quantum computer.

Prior to each shot, a random number determines the application of

OTP gates. We assume attackers have no access to the randomness

source and cannot in�uence it.

Dynamic Circuit OTP (DC-OTP): Dynamic circuits refer to

executing operations conditioned on classical computations or mid-

circuit measurement outcomes. Rather than running a static circuit,

the gates in dynamic circuits can be dynamically altered in real-time.
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Table 1: Comparison between three implementations of OTP.

Implementation Randomness
Complexity System

Requirement
Optimization Error Source

Time Space

Random

Execution

Pseudo / True

(Depend on the

random number

generator)

Random number

geneneration

+ Control system

+ Pauli Gates

Storagage for

random numbers +

Number of shots

Random execution

of circuits in a job

Precompute

Random numbers

Bias in random

numbers +

Pauli gate errors

Dynamic

Circuit

Pseudo / True

(Depend on how

gate is conditioned)

Hadamard gate /

Preload data

+ Measurement

+ Conditional

Pauli Gates

Ancilla qubits /

Storage for

preload data +

Number of shots

Dynamic circuit

Qubit reuse,

Error-aware

gate

(Bias in random

numbers +)

Gate errors

Control

Gate
True

Hadamard gate

+ Control Gate
Ancilla qubits Qubit connection

Qubit reuse,

Error-aware

gate
Gate errors

Circuit

Pauli-X

None

Reset

끫殞끫殠
끫殞끫殠

COTP

Circuit

Pauli-X

None

Reset

끫殞끫殤
QOTP

Pauli-Z

Pauli-Z Pauli-X

끫殞끫殤끫殞끫殤끫殞끫殤

(a) Random Execution (RE-OTP)

Circuit Pauli-X Reset

COTP

MeasurementHadamardAncilla

Conditionally 

Apply

Circuit Pauli-Z Reset

QOTP

MeasurementHadamardAncilla

Conditionally 

Apply

Pauli-X

HadamardAncilla Measurement

(b) Dynamic Circuit (DC-OTP)

Circuit

CNOT

Reset

COTP

HadamardAncilla

QOTP

CZ

HadamardAncilla
CNOT

HadamardAncilla

ResetCircuit

(c) Control Gate (CG-OTP)

Figure 1: Schematic of three implementations for the classical one-time pad (COTP) and the quantum one-time pad (QOTP). Blue blocks are

victim circuits. Green blocks are the circuits to generate the randomness. Red blocks are OTP gates. Grey blocks are reset operations. Delay

padding can be added in OTP gates to prevent timing attacks.

This �exibility is particularly advantageous for randomly applying

OTP gates. To exemplify, for applying COTP to a single qubit, one

can use a Hadamard gate followed by a dynamic Pauli-Ĕ condi-

tioned on the measurement result. The Hadamard gate creates a

superposition state, yielding 50% probability for the qubit to be mea-

sured as either |0ð or |1ð. This state serves as the control for Pauli-Ĕ ,

thereby enabling the application of Pauli-Ĕ with 50% probability.

Considering the noise and errors of Hadamard and measurement, it

can still mitigate enough leakage compared with no OTP schemes.

For QOTP, the process is similar to one additional control for Pauli-

Ė . Currently, the application of dynamic circuit gates relies on

mid-circuit measurement results, which might necessitate extra

qubits for controlling DC-OTP gates. Future advancements may

enable implementation using preloaded data or real-time random

number generation for even greater cost and e�ciency.

Control Gate OTP (CG-OTP): Randomness can also be ob-

tained with multi-qubit gates. Rather than applying dynamic OTP

gates, two-qubit control gates are applied. For COTP, CNOT is used

to control Pauli-Ĕ while for QOTP, CZ gate is further used for the

correspondence of Pauli-Ė .

4.2 Implementation Feasibility

The proposed implementations of OTP, while feasible for user ex-

ecution on current quantum computers, present an opportunity

for cloud quantum providers and quantum computer systems to

integrate these schemes natively. Such integration would optimize

the work�ow and simplify the user experience by abstracting the

execution process. A key advantage of OTP is its independence

from the speci�c circuits, allowing for its integration as a native

feature in quantum computing systems.

For RE-OTP, native support could be relatively straightforward

bymodifying quantum hardware or systems to enable the automatic

application of OTP schemes as part of the reset protocols. The native

support for DC-OTP and CG-OTP is more complex, potentially

requiring the use of ancilla qubits. Still, ancilla qubits are a critical

component in quantum error correction schemes, and their utility

could extend to facilitating OTP. In this context, OTP gates would

be integrated into the reset mechanisms by reusing ancilla qubits.

4.3 Comparison Between Implementations

In assessing the implementations, we consider �ve key factors as

summarized in Table 1.

Randomness: Randomness for OTP implementations directly

comes from the random number generation, which is typically

classi�ed as pseudo or truly random. The source of randomness in

RE-OTP can be either pseudo-random, typically used in software

programs, or truly random, which can be generated by additional

hardware. This randomness is crucial for sampling distinct circuits

for each execution shot. In DC-OTP, randomness is derived from the

method used to control the OTP gates. If the control is based on the

measurement results of ancilla qubits, it results in true randomness

due to the probabilistic nature of quantum mechanics. However,

if preloaded or computed data is used, the randomness is akin to

RE-OTP, depending on the randomness of the data. The CG-OTP

implementation inherently provides true randomness, as it directly

exploits quantum mechanical principles.
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TimeComplexity: The time complexity for all implementations

is constant since only one or two random numbers are needed for

each qubit, and can be well paralleled. In RE-OTP, the overhead

involves random number generation, the process of the quantum

computer control systems, and the OTP gates themselves. For DC-

OTP, additional considerations include the time for the Hadamard

gate or loading pre-speci�ed data, mid-circuit measurement, and

conditional OTP gates. CG-OTP mainly involves the time overhead

of the Hadamard gate and the control gates. As the time of these

implementations is typically much smaller than user circuits, and

they do not require the information from user circuits, they can be

easily paralleled with the execution of user circuits, in which case

the additional overhead can then be reduced to only OTP gates for

RE-OTP and DC-OTP, or control gates for CG-OTP. Nevertheless, to

prevent timing attacks [25], the overhead should be made the same

regardless of what OTP gates will be executed, i.e., the overhead

will be the longest one, and delay should be padded in other cases.

Space Complexity: The space complexity depends on three

aspects: (1) randomness: whether it is from random numbers or

qubits; (2) parallelism: whether OTP gates are performed in parallel;

(3) policy: whether the same OTP gates will be applied to all qubits

each qubit is protected separately. For instance, if the same OTP

gates are applied to all qubits, then RE-OTP has the space complex-

ity encompassing any additional instructions for OTP gates and

the storage for random numbers that is linear to the number of

shots. But if each qubit is protected separately, then the number

of random numbers must also be multiplied by a factor linear to

the number of qubits. In most other cases, the space complexity

scales linearly with the number of qubits, especially for DC-OTP

and CG-OTP which need ancilla qubits.

System Requirement: System requirements vary across these

implementations. RE-OTP necessitates a system capable of sam-

pling each shot randomly. This is not supported yet for any platform.

Nevertheless, this can be simulated on contemporary quantum com-

puters by executing a series of circuits appended with random OTP

gates, with one shot for each circuit. DC-OTP depends on platforms

that support this feature, which is currently only supported on

platforms like IBM Quantum. CG-OTP can be readily implemented

since the circuits are normal quantum circuits. However, it requires

well-connected qubits for e�ciency without switch gates.

Optimization: For RE-OTP, the random number generation

can be precomputed or paralleled with the circuit execution. For

the other two, since the qubit number is important in NISQ, linear

scaling of ancilla qubits with the qubit number for DC-OTP and

CG-OTP is not practical. Optimizations include techniques such as

qubit reuse [13]. However, it might impact the constant time due

to the break of parallelism.

Error Source: The errors mainly result from random number

generation and OTP gates. In addition, because RE-OTP is inde-

pendent of the circuit execution, it does not a�ect the circuits.

However, the other two implementations may a�ect circuits at the

end through error channels like crosstalk.

5 Noise and Error Analysis

As mentioned previously, the noise and errors come from bias in

random numbers and noise in OTP gates.

5.1 Bias in Random numbers

A general single-qubit quantum state can be represented as:

Ā (®Ĩ ) =
1

2
(ą + ®Ĩ · ®Ă) =

1

2

(

1 + Ĩ cosĉ Ĩě−8q sinĉ

Ĩě8q sinĉ 1 − Ĩ cosĉ

)

(1)

where ą is the identity matrix, ®Ă = (ĂG , Ă~, ĂI) is the vector of three

Pauli matrices, and ®Ĩ = Ĩ (sinĉ cosč, sinĉ sinč, cosĉ ) is the vector

in Bloch sphere to represent the states.

For COTP, suppose the bias in random numbers leads to Pauli-Ĕ

being applied with probability 1

2
(1 − �- ). The state after COTP is:

Ā�$)% (®Ĩ ) =
1

2
(1 + �- )Ā (®Ĩ ) +

1

2
(1 − �- )ĔĀ (®Ĩ )Ĕ  

=
1

2

(

1 + �- Ĩ cosĉ Ĩ sinĉ (cosč − ğ�- sinč)

Ĩ sinĉ (cosč + ğ�- sinč) 1 − �- Ĩ cosĉ

) (2)

Similarly, for QOTP, suppose the bias leads to Pauli-Ĕ being

applied with probability 1

2
(1 − �- ) and Pauli-Ė being applied with

probability 1

2
(1 − �/ ). The state after QOTP is:

Ā&$)% (®Ĩ ) =
1

4
(1 + �/ ) (1 + �- )Ā (®Ĩ ) +

1

4
(1 + �/ ) (1 − �- )ĔĀ (®Ĩ )Ĕ  +

1

4
(1 − �/ ) (1 + �- )ĖĀ (®Ĩ )Ė

 +
1

4
(1 − �/ ) (1 − �- )ĔĖĀ (®Ĩ )Ė

 Ĕ  

=
1

2

(

1 + �- Ĩ cosĉ �/ Ĩ sinĉ (cosč − ğ�- sinč)

�/ Ĩ sinĉ (cosč + ğ�- sinč) 1 − �- Ĩ cosĉ

)

(3)

For the measurement along the Ė axis, the probability of measur-

ing −1 for both COTP and QOTP is 1

2
(1 − �- Ĩ cosĉ ), which only

depends on the bias in random numbers controlling Pauli-Ĕ . When

�- ≠ 0, the probability is dependent on the victim state, and thus

attackers can potentially measure such dependence.

For the measurement along the Ĕ axis, the probability of mea-

suring −1 for COTP is 1

2
(1 − Ĩ sinĉ cosč), which does not depend

on �- . For QOTP, the probability is 1

2
(1 − �/ Ĩ sinĉ cosč). When

�/ ≠ 0, the dependence exists and can be potentially measured.

The only dependence on �- or �/ is not surprising and is due

to the choice of the measurement axis. For example, for measuring

along the Ė axis, the probability is related to the projection of the

Bloch state into the Ė axis. This projection is the same for both

the original state and the state rotated by Pauli-Ė , so �/ does not

in�uence the results when measuring along the Ė axis. Similarly,

�- does not impact the measurement along the Ĕ axis. However,

for a general measurement axis, both of them will a�ect the results.

Importantly, the bias does not depend on our scheme, but on the

source of randomness. Research on random number generators is

an active area [11, 12], and we assume a non-biased random number

generator will be used. There are many tests, such as the NIST Test

Suites [5], to determine how good a random number generator is,

if it has any temporal correlation [21], etc. For RE-OTP, the bias

can be reduced by directly using a good random number generator.

For the case of DC-OTP and CG-OTP, which use ancilla qubits, one

optimization is to use a rotational gate instead of a Hadamard gate

as discussed in [3, 16] to change rotational angles a little to o�set

their bias.

5.2 Noise and Errors in Gates

The errors can also come from Pauli-Ĕ and Pauli-Ė for RE-OTP and

DC-OTP, and the control gates for CG-OTP. There can be many

error channels, and it is beyond the scope of this paper to analyze
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Figure 2: Probability of measuring |1ð on all 7 qubits of the real quantum computer ibmq_jakartawith no one-time pad (No OTP), classical one-

time pad (COTP), and quantum one-time pad (QOTP) before reset instruction. (Top Row) Results from the real quantum machine ibm_jakarta.

(BottomRow) Results from the simulator with the noise model imported from ibm_jakarta. The �atter the lines means the better themitigation

on state leakage, and thus harder for attackers to retrieve information related to previous executions.

them. For simplicity, if only the bit-�ip error is considered in Pauli-

Ĕ , such an error is the same as adding bias in random numbers

since it is equivalent to not applying the gate. For Pauli-Ė , it can be

implemented as the virtual RZ gate [17], which does not introduce

errors. If the virtual RZ gate is not supported on a target quantum

computer, similar issues to Pauli-Ĕ gate will exist. Multi-qubit gates

are typically much more erroneous than single-qubit gates, leading

to larger errors, which need to be considered.

6 Evaluation

This section presents the evaluation of the proposed OTP vari-

ants for securing quantum computer reset operations. We emulate

the victim and attacker by running both of them in a single quan-

tum program. The circuits are tested on both quantum computers

and simulators. Each shot of the evaluation quantum circuit is

divided into three parts:

Victim Circuit: This is the part to emulate the victim circuit.

To test the results of di�erent qubit states, one rotational Ĕ gate

with di�erent rotational angles ĉ and one rotational Ė gate with

rotational angle ÿ

2
are applied to evolve qubit states to: |ć ð =

cos

(

ĉ

2

)

|0ð + sin

(

ĉ

2

)

|1ð, where ĉ ∈ {0, 1
8
ÿ, 1

4
ÿ, . . . , ÿ}, nine values

from 0 to ÿ . Qubits are then followed by measurements to emulate

the process of measuring and obtaining results.

Reset Mechanism: This is the part to emulate the reset mech-

anism between shots. In the beginning, three schemes: no OTP,

COTP, or QOTP are performed, and then they are followed by the

reset instruction. On the real quantum machine, the reset instruc-

tion is the supported reset instruction. On the simulator, the reset

instruction is mimicked by the mid-circuit measurement and con-

ditional Pauli-Ĕ , because the reset instruction has a very simple

noise model that cannot show the same behavior on the cloud. Note

that the reset mechanism is not restricted to the reset instruction

as discussed in [27]. The default thermalization can also be tested.

Attacker Circuit: This is the part to emulate the attacker circuit.

There is only one measurement in the circuit.

6.1 State Leakage in Di�erent Schemes

This section provides the evaluation results of di�erent OTP schemes,

i.e., no OTP, COTP, and QOTP, on the quantum computer and

simulator. The experiments are performed on all seven qubits on

ibmq_jakarta and the Qiskit Aer simulator with ibmq_jakarta’s

noise model. The tested variant is the RE-OTP. 10 experiments are

done for each ĉ and scheme, with each experiment 10, 000 shots.

Figure 2 shows the results of the probability of measuring |1ð

with the three OTP schemes. Without any OTP, the normal reset

instruction shows a dependence on the victim states. Such statistical

patterns due to leakage can be measured by attackers to retrieve

the victims’ qubit states, as discussed in [19, 27].

With OTP, the statistical results can be �attened, and thus it

is hard or impossible for attackers to employ the same attack to

acquire leaked information regarding victim states. However, the

results of COTP and QOTP do not show a large di�erence. This is

because, after the victim’s measurement, the states are collapsed

into either |0ð or |1ð, in which case both COTP and QOTP are secure.

Though in quantum computers, the states after the measurement

may be more complex and may include superposition and mixed

constituents due to noise and errors, the amount is small enough

so that the di�erence between COTP and QOTP cannot be detected.

Notice that the calibration time of the noise model is di�erent

from when the experiments on the real quantum computer were

performed, so the results from the real quantum computer and the

simulator cannot be directly compared with each other.

6.2 State Leakage in Di�erent Implementations

This section provides the evaluation results of di�erent implemen-

tations, i.e., RE-OTP, DC-OTP, and CG-OTP, on the real quan-

tum computer and simulator. The experiments are performed on

ibm_nairobi and the Qiskit Aer simulator with the noise model

imported from ibm_nairobi 8 experiments are done for each ĉ

and implementation, with each experiment 1, 000 shots. Due to the

limitation of qubit connection in quantum simulation, qubit 1 is
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Figure 3: Probability of measuring |1ð with di�erent implementa-

tions of OTP. (Top Row) Results from the real quantum machine

ibm_nairobi. (Bottom Row) Results from the simulator with the

noise model imported from ibm_nairobi. The �atter the lines means

the better the mitigation on state leakage, and thus harder for at-

tackers to retrieve information related to previous executions.

chosen due to its connection to more than 1 qubit so that QOTP

can be implemented without the swap gate.

Figure 3 shows the results of the probability of measuring |1ð

with three implementations. The results show that there is no signif-

icant di�erence in them, though RE-OTP is less noisy since it does

not include the random number generation process in quantum

computers. The implementation thus may rely more on the tradeo�

between advantages and disadvantages discussed in Section 4.

7 Conclusion

Our research addresses the issue of information leakage in quantum

computers, by proposing di�erent OTP variants to secure reset oper-

ations. Our approach involves the random application of rotational

gates before reset operations. These solutions are low-overhead

and easy to adapt to various quantum computing systems.
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