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Abstract

The advent of shared, cloud-based quantum computers introduces

critical security vulnerabilities. This work identi�es and demon-

strates two novel attacks against the important HHL algorithm.

The two attacks are the Improper Initialization Attack (IIA) and the

Higher Energy Attack (HEA), and this work shows that both can

be abused to cause HHL to output incorrect results. To address this

new threat, this work presents design and implemention of a novel,

low-overhead defense circuit for HHL. By adding a single ancilla

qubit and minimal gates, the proposed defense reliably detects both

IIA and HEA regardless which qubits (ancilla, clock, b) they tar-

get. The proposed defense is validated in simulation and on IBM

quantum hardware, demonstrating its e�ectiveness and resilience

to noise, providing a practical pathway to securing HHL against

the two types of attacks.
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• Security and privacy → Side-channel analysis and counter-

measures.
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1 Introduction

The advent of cloud-based quantum computing has made quan-

tum processors (QPUs) widely accessible as shared, multi-tenant

resources. This new paradigm, where circuits from di�erent, po-

tentially distrusting, users are executed on the same hardware,

introduces critical security vulnerabilities not present in classi-

cal computing [5, 7, 17]. This paper investigates these threats by

targeting the Harrow-Hassidim-Lloyd (HHL) algorithm [10]. As
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a cornerstone algorithm for solving linear systems with applica-

tions in �elds like quantum machine learning [3, 6, 15], its security

is paramount. While HHL has seen numerous performance and

complexity optimizations [1, 4], its fundamental vulnerability to

runtime attacks in a shared environment remains unexplored. Our

work addresses this gap by demonstrating speci�c attacks against

HHL on today’s Noisy Intermediate-Scale Quantum (NISQ) com-

puters and, more importantly, proposing a practical defense.

This work analyzes and addresses two primary threats [17] [19]

recently explored: the Improper Initialization Attack (IIA) and the

Higher Energy Attack (HEA). The Improper Initialization Attack

(IIA) involves maliciously setting a qubit’s initial state to |1ð when

it should be |0ð. This can be launched via physical e�ects like

crosstalk on a shared device or through a compromised software

supply chain that modi�es the victim’s circuit code. The Higher

Energy Attack (HEA) leverages the fact that superconducting qubits

have non-computational energy states (e.g., |2ð, |3ð, ...). An attacker

with pulse-level control can excite a qubit into one of these states.

Standard quantum gates are not calibrated for these higher states

and will malfunction. Crucially, this improper state can persist even

after reset operations, allowing an attack to a�ect subsequent com-

putations. Both attacks can corrupt HHL’s output by compromising

just a single qubit.

To counter these threats, this work presents a novel, forti�ed

HHL circuit design with built-in defenses against IIA and HEA.

Our approach augments the standard HHL circuit with a dedicated

defense register and carefully placed gates that act as tripwires

for malicious activity on the ancilla, clock, and b qubits. Extensive

testing on real quantum hardware con�rms that our strategies

e�ectively neutralize these attacks, providing a clear signal to detect

and discard corrupted results and ensuring the algorithm’s output

can be trusted.

1.1 Contributions

This work makes the following contributions to analysis and de-

fense of the HHL algorithm:

(1) We identify and analyze two potent attacks IIA and HEA

that can corrupt HHL’s output on shared cloud QPUs.

(2) We present the complete design of a novel, low-overhead

defense circuit to counter these threats.

(3) We provide a comprehensive evaluation that validates both

the severity of the attacks and the e�ectiveness of our solu-

tion through extensive testing on simulators and real IBM

quantum hardware.
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Figure 1: Quantum circuit for the HHL algorithm, the vertical barriers are used to separate the di�erent phases of the algorithm;

the phases are labeled at the bottom of the circuit.

2 Background

This section provides the necessary background on the HHL algo-

rithm, as well as the concepts of Improper Initialization Attacks

and Higher Energy Attacks.

2.1 HHL Algorithm

The Harrow-Hassidim-Lloyd (HHL) algorithm is a foundational

quantum algorithm that provides a potential exponential speedup

for solving systems of linear equations compared to its classical

counterparts [11] [10]. The algorithm is conceptually divided into

three main stages: (1) Quantum Phase Estimation to determine

the eigenvalues of the system matrix, (2) a controlled rotation to

invert these eigenvalues, and (3) an inverse Quantum Phase Esti-

mation to uncompute the qubits. An example of a 2x2 HHL circuit

is shown in Figure 1. The most complex stage is Quantum Phase

Estimation (QPE), which is a critical subroutine for many quantum

algorithms. The goal of QPE in HHL is to estimate the eigenvalues

of the Hermitian matrix ý. This is achieved by implementing the

unitary time-evolution operatorđ = ě−ğýĪ , where the state vector

|Ęð (held in the b qubit) is evolved for a duration controlled by a

set of ancillary qubits known as the clock qubit. After applying

an inverse Quantum Fourier Transform, this clock qubit holds a

binary representation of the eigenvalues. The number of qubits in

the clock qubit determines the precision of this estimate, creating

a direct trade-o� between accuracy and the circuit depth required

for the controlled unitary operations. For the algorithm to succeed,

two conditions are critical. First, the matrix ý must be ĩ-sparse and

well-conditioned to ensure the Hamiltonian simulation of ě−ğýĪ is

e�cient and the results are numerically stable. Second, the entire

process is probabilistic. A successful computation is heralded only

by measuring a dedicated ancilla qubit in the state |1ð. If the mea-

surement yields |0ð, the result is invalid, and the entire algorithm

must be repeated. This operational model, with its reliance on the

precise states of the ancilla, clock, and b qubits, creates multiple

points of failure. The integrity of these components is paramount,

as a fault or malicious manipulation can corrupt or invalidate the

entire computation, making them key targets for security analysis.

2.2 Improper Initialization Attacks

The Improper Initialization Attack (IIA) occurs when an attacker

maliciously alters a qubit’s initial state, typically from the expected

|0ð to |1ð. This can be achieved through two primary vectors. First,

at the hardware level on a shared multi-tenant QPU, an attacker can

exploit physical crosstalk from their own operations to manipulate

a victim’s physically adjacent qubit [2, 9]. Second, at the software

level, an attacker can adapt well-known software supply-chain

attack techniques [13] to modify a victim’s quantum circuit code

before execution.

2.3 Higher Energy Attacks

The second threat we analyze is the Higher Energy Attack (HEA),

which exploits leakage into non-computational states of the qubit

Hilbert space. While quantum algorithms operate within the |0ð,

|1ð subspace, physical qubits possess a ladder of higher energy

states (e.g., |2ð, |3ð, ...). An adversary with low-level pulse control, a

feature available on most major quantum platforms [12], can craft

a pulse to drive a target qubit into one of these illicit states.

The HEA is a potent threat due to three e�ects demonstrated in

prior works [17, 19]: (1) State Misclassi�cation: The quantum mea-

surement discriminator, calibrated only for the |0ð and |1ð subspace,

typically misinterprets any higher energy state as a |1ð outcome.

(2) Gate Failure: Standard single- and two-qubit gates, which are

precisely calibrated microwave pulses targeting the |0ð to |1ð tran-

sition frequency, have no e�ect on a qubit in a higher energy state.

(3) Reset Resilience: Most critically, these higher energy states are

persistent; they are not cleared by standard reset protocols, creating

a persistent fault that can corrupt subsequent circuits allocated to

the same physical qubit.

3 Threat Model

Our threat model assumes an adversary with the following access,

knowledge, and capabilities:

Adversary’s Access: The attacker is a standard, non-privileged

user with remote access to a shared quantum computer. They can

use publicly available tools, such as Qiskit Pulse, to gain low-level

control over qubit operations.

Adversary’s Knowledge and Position: We assume the at-

tacker operates in a multi-tenant environment, sharing the QPU

either spatially or temporally with the victim. This co-tenancy is

a prerequisite for HEA and one possible vector for IIA (the other

being a software supply-chain attack). The attacker is assumed to

know the physical indices of the victim’s qubits but does not need

to know their exact logical function (e.g., ancilla vs. clock).

Adversary’s Capabilities: The adversary’s goal is to set a target

qubit to the |1ð state (for an IIA) or a higher energy state like |2ð (for

an HEA). Based on prior work [16], we assume these capabilities

2
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Figure 2: Topology of a IBM Quantum QPU, the Eagle r3

processor, with 127 qubits. Circles represent qubits, thick

lines represent �xed couplings between the qubits.

are feasible. The scope of this paper is therefore not on developing

new attack vectors, but on analyzing the impact of these attacks

on the HHL algorithm and presenting a practical defense.

4 Experimental Setup

Our experimental setup includes the quantum platforms used for

evaluation, the speci�c methods for generating higher energy states

and tested benchmarks.

4.1 Quantum Platforms Used

Our experiments were conducted using IBM Qiskit on two distinct

platforms: quantum simulators for ideal-case analysis and a real

IBM superconducting device for practical hardware validation.

Quantum Simulators: For simulation, we used IBM’s Basic-

Simulator and AerSimulator with 1000 shots per circuit execution.

As these are gate-level simulators that only support the |0ð, |1ð

computational subspace, they were used exclusively to evaluate the

IIA. The HEA requires a physical device.

Quantum Hardwares: Hardware validation was performed

on ąþĉ_ĘĨğĩĘėĤě , a 127-qubit processor with a heavy-hexagonal

topology in Figure 2. To ensure proper qubit connectivity and pre-

vent unwanted transpiler optimizations, we used physical qubits

0, 1, 2, 3 or 0, 1, 2, 14 with the compiler optimization level set to

0. Due to signi�cant device noise, our hardware tests were limited

to smaller HHL instances. All hardware experiments were run for

10000 shots, and the �nal results were averaged over 3 independent

runs to ensure statistical robustness.

4.2 Generating Higher Energy States

To implement the HEA, we leveraged Qiskit Pulse [12] to deliver

custom microwave pulses to speci�c physical qubits. The parame-

ters for these pulses (e.g., frequency and amplitude) were calibrated

for each target qubit using standard frequency sweep and Rabi

experiments via cloud access.

A critical challenge in targeting a speci�c physical qubit is the

Qiskit transpiler, which may insert SWAP gates to optimize circuit

layout, e�ectively moving a logical qubit to a di�erent physical

location during execution. As a standard SWAP gate is ine�ective

on a qubit in a higher energy state, the malicious state would not

follow the logical qubit. To prevent this, we explicitly disabled tran-

spiler optimizations and manually designed our initial qubit layouts

(0,1,2,3 and 0,1,2,14) to match the ąþĉ_ĘĨğĩĘėĤě hardware topology.

We then veri�ed the transpiled circuit to ensure the attack pulse was

correctly applied to the intended physical qubit in all experiments.

4.3 Benchmarks

The circuits used to evaluate IIA and HEA are shown in Fig. 3 and

Fig. 4, respectively. The examples in the �gures demonstrate the

attacks on the ancilla qubits, but the same approach is taken for

the attack on all other qubits.

For the HHL part of the testing circuits, we use the following

matrix ý and vector Ę:

ý =

[

3/4 1/4

1/4 3/4

]

, Ę =

[

0

1

]

(1)

The result of the HHL circuit is interpreted from the output

probabilities when the b register is measured. The way a solution

encoded in a quantum state can be compared to a classical solution

vector for a particular system of linear equations is through the

ratio of the squares of the magnitudes of its components. In our

case, the correct output should have a ratio of 1:9, meaning that

among all the measurements when the ancilla qubit is 1, the number

of measurements of the b register that yield 0 versus the number

that yield 1 should be in the ratio 1:9.

For emulating the IIA attack, an additional X gate is inserted at

the beginning of the circuit in order to set the target qubit to |1ð

state before the circuit executes. To test the HEA attack, we �rst

insert an X gate at the beginning of the circuit to set the target qubit

to |1ð, then apply a custom pulse to excite the qubits from |1ð to

|2ð. This is also to emulate the attack only. In practice, attackers

could use di�erent schemes to achieve IIA and HEA.

We quantify the attack and defense results by measuring the

variational distance between the baseline (attack-free) output distri-

bution and the one produced under attack. A distance ranging from

0 to 0.2 indicates a minimal impact of the attack, while a distance

between 0.2 and 0.4 suggests a mild in�uence. A distance of 0.4 to

0.6 implies a signi�cant impact, and a distance from 0.6 to 1 denotes

a very high impact of the attack.

5 Defenses

Before evaluating the attacks, we explain the design and rationale

behind our defenses. Then, both the attacks and defenses are evalu-

ated together.

5.1 Defense Idea

The goal of our work is to detect when an attack has occurred

and allow the user to determine from the output of the quantum

circuit if there is an attack (and results should be ignored) or if there

was no attack. The approach to detecting the presence of attacks

involves incorporating additional measurements for the di�erent

qubits used by the HHL algorithm: ancilla, clock, and b qubits.

3
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Figure 3: Emulation of Improper Initialization Attack (IIA) on HHL ancilla qubit. To emulate the attack, an additional X gate is

inserted at the beginning of the circuit in order to set the ancilla qubit to |1ð state before the circuit executes.

HEA 

emulation

Figure 4: Emulation of Higher Energy Attack (HEA) on HHL ancilla qubit. To emulate the attack, an additional X gate is inserted

at the beginning of the circuit in order to set the ancilla qubit to |1ð followed by a custom pulse used to excite the qubits from

|1ð to |2ð state, i.e. the higher energy state, before the circuit executes.

To detect IIA, the intuition is that we need to con�rm if a qubit

was initialized into |0ð state (no attack) or |1ð (attack). This can be

done, for example, by directly measuring the qubit at beginning of

the execution and checking it. To di�erentiate between IIA andHEA,

we leverage the property of higher-energy states: the prede�ned

quantum gates are not e�ective in presence of higher energy states.

Both improper initialization and higher-energy states results in the

qubits being set into initial states that would be both measured as

’1’. However, improper initialization sets the qubit(s) into |1ð state

that is modi�ed when di�erent quantum gates are applied, while

for higher-energy states, the qubit(s) are set into |2ð or higher states,

that are not readily a�ected by the quantum gates – no matter what

gates are applied to the qubits, the measurement of the qubit(s) will

always be ’1’ (until the qubits begin to decay). When possible, the

defense aims to di�erentiate if the quantum states are or are not

a�ected by the HHL algorithms gates, thus pointing to the type

of attack.

5.2 Defenses Circuit

Our defense strategy is implemented in a modi�ed HHL circuit 5

that incorporates low-overhead checks against both IIA and HEA.

Requiring only one additional ancilla qubit, the design enables

a multi-part “attack signature”, or attack checks, to be obtained

from targeted measurements to protect all critical HHL qubits. The

mechanism integrates three primary checks into the HHLwork�ow:

b Qubit Defense:An initial check that uses entanglement to ver-

ify the state of the b register before the main computation protects

from attacks on b register (c.f. Part 2 in Figure 5).

Table 1: Determining if an attack occured on the ancilla and new

ancilla qubits. The c_ancilla_defense output is measured in Part 7

in Fig. 5. While output 01 seems ambiguous, by using c_b_defense

discussed later we can fully determine if 01 means no attack or HEA

on new ancilla.

Attack Type
Expected

c_ancilla_defense Output

No attack,

HHL converges
10

No attack, HHL

continues to update
01

HEA on

ancilla
11

HEA on

new ancilla
01 or 11

HEA on both ancilla

and new ancilla
11

Ancilla Qubit Defense: A modi�ed measurement that replaces

the standard one to verify the state of the primary ancilla to protect

it (c.f. Part 7 in Figure 5).

Clock Qubit Defense: A �nal measurement to ensure the clock

qubits were correctly returned to |0ð after the uncomputation phase

(c.f. Part 11 in Figure 5).

The measurements from these three stages form a composite

7-bit signature. A normal execution yields a speci�c baseline value

(e.g., 1000000), while any deviation provides an unambiguous signal

of a fault, prompting the user to discard the corrupted output. This

design is scalable to larger HHL instances.

4
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Defense for the b qubit. Defense for the ancilla qubit. Defense for the clock qubits.

Figure 5: HHL circuit including our defenses. Part 2 serves as a defense for the b qubit, Part 7 serves as a defense for the ancilla

qubit, while Part 11 serves as a defense for the clock qubits.

Table 2: Determining if an attack occured on the b qubit. The

c_b_defense output is measured in Part 2 in Fig. 5.

Attack Type
Expected

c_b_defense Output

No attack 000

HEA on b 010

IIA on b 011

HEA on ancilla 001

IIA on ancilla 001

HEA on new ancilla 110

IIA on new ancilla 100

HEA on ancilla and b 011

IIA on ancilla and b 010

HEA on ancilla and new ancilla 111

IIA on ancilla and new ancilla 101

HEA on new ancilla and b 110

IIA on new ancilla and b 111

HEA on ancilla, new ancilla and b 111

IIA on ancilla, new ancilla and b 110

5.3 Details of Defense for the ancilla Qubit

We explain the ancilla defense �rst because this protects both the

ancilla qubit and the new ancilla qubit, which are used in the de-

fense for the b qubit. A new ancilla qubit was added to the original

HHL circuit as shown bottom-middle of Fig. 5. An X gate was ap-

plied to the new ancilla qubit, followed by a CNOT with the ancilla

as control and the new ancilla as target. Finally, both qubits were

measured. The measurement results are stored in the classical reg-

ister c_ancilla_defense, with the left bit for the ancilla qubit and

Table 3: Determining if an attack occured on the clock qubits. The

c_clock_defense output is measured in Part 11.

Attack Type
Expected

c_clock_defense Output

No attack 00

HEA on clock0 10

IIA on clock0 10

HEA on clock1 01

IIA on clock1 01

HEA on clock0 and clock1 11

IIA on clock0 and clock1 11

the right bit for the new ancilla qubit. Normally, these qubits will

be measured as 10 when HHL converges or 01 when further up-

dates are required, while under attack they will be measured as 11

because HEA results in a ’1’ readout and disables the CNOT gate.

Consequently, the error introduced by IIA or HEA on the ancilla

qubit can result in unexpected outputs from c_ancilla_defense.

Table 1 shows how the output of c_ancilla_defense can be used

to determine if there was an attack, and what type of attack. While

output 01 seems ambiguous, by using c_b_defense discussed later

we can fully determine if 01means no attack or HEA on new ancilla.

5.4 Details of Defense for the b Qubit

Bottom-left of Fig. 5 shows details of the defense for the b qubit

using two ancilla qubits. We apply X gates to the b qubit twice.

Initially, the qubit should be in |0ð state. If the b qubit is not under

attack, two X gates (which are analogous to NOT gates in classical
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computers) will cancel each other out and the state of the b qubit

will be |0ð and can be used by the remainder of the algorithm as

normal. To detect a possible attack, the b qubit is entangled with

the ancilla and new_ancilla qubits.

This e�cient defense can distinguish the state of the b qubit sim-

ply by applying CNOT, X, and Reset gates, along with measurements

on two ancilla qubits stored in c_b_defense, thereby avoiding di-

rect measurement of b itself. The leftmost bit corresponds to the

�rst measurement of the new ancilla qubit, the second bit to its

second measurement, and the rightmost bit to the ancilla qubit. The

Reset gates in this defense can also protect ancilla and new ancilla

qubits from IIA, which is why we do not mention IIA in 1.

Table 2 outlines how c_b_defense can be used to determine if

there was an attack. Some attack types may seem ambiguous due

to identical expected c_b_defense output. However, by combining

both c_b_defense and c_ancilla_defense, we can distinguish

these attack types to a certain degree. For example, HEA on ancilla,

IIA on ancilla both yield the same expected c_b_defense output

10. However, when c_ancilla_defense = 11, it indicates that an

HEA has occurred on the ancilla qubit. Regardless, only one output

of c_b_defense, i.e. 000, indicates no attack.

5.5 Details of Defense for the Clock Qubits

The defense for the clock qubits is a simple but e�ective state-

veri�cation check performed at the end of the circuit as shown in

bottom-right of Fig. 5. The HHL algorithm’s uncomputation phase

(Parts 8-9 of Figure 5) is designed to deterministically return the

clock qubits to their initial |0ð state. We leverage this by adding a

�nal measurement of these qubits into the c_clock_defense regis-

ter. Under normal operation, the expected outcome is 00. However,

both an IIA and an HEA will cause the attacked qubit(s) to end in a

non-|0ð state, resulting in a measurement of ’1’. Consequently, as

summarized in Table 3, any output other than the 00 baseline in

this register provides an unambiguous signal of an attack.

5.6 Combined Defense and Attack Detection

All the defenses combined in the HHL circuits are again shown in

Fig. 5. To detect if an attack has a�ected the circuit, the user need

to read out the concatentaed value of c_ancilla_defense (2 bits),

c_b_defense (3 bits) and c_clock_defense (2 bits) registers. The

results is a 7-bit value. Value of 1000000 indicates no attack, HHL

converges. Value of 0100000 indicates no attack, HHL continues to

update. All other values indicate an attack and computation results

should be discarded.

6 Analysis of IIA and HEA

This section summarizes the e�ectiveness of IIA and HEA.

6.1 Evaluation of IIA on Simulator

To compare the results without and with attack, we used the varia-

tional distance metric. Table 4 shows the variational distance be-

tween original HHL probability distribution and IIA probability

distributions under the di�erent attacks on ancilla, clock, and b

qubits. It can be seen that attacking any of the qubits results in sig-

ni�cant variational distance. Interestingly, attacking clock1 or both

clock0 and clock1 has less impact than attacking the other qubits.

Table 4: Variational distances of HHL outputs under IIA on

BasisSimulator and AerSimulator.

Victim qubit BasicSimulator AerSimulator

no attack 0 0

ancilla 0.4980 0.5180

clock0 0.5010 0.4450

clock1 0.2489 0.2520

clock0 and clock1 0.2300 0.2210

b 0.5080 0.5360

Table 5: Ratio and variational distances ofHHLoutputs under

HEA on ąþĉ_ĘĨğĩĘėĤě.

Victim Qubit Ratio Variational Distance

No attack 1 : 1.1759 0

ancilla 1 : 0.8095 0.1863

clock0 1 : 0.6849 0.1002

clock1 1 : 1.8335 0.0713

b 1 : 2.7800 0.2065

Attack 4 qubits 1 : 1.2169 0.1191

Table 6: Ratio and variational distances ofHHLoutputs under

IIA on ąþĉ_ĘĨğĩĘėĤě.

Victim Qubit Ratio Variational Distance

No attack 1 : 1.1759 0

ancilla 1 : 0.8910 0.1048

clock0 1 : 1.2912 0.1125

clock1 1 : 1.1868 0.0923

b 1 : 1.0105 0.0616

Attack 4 qubits 1 : 1.3788 0.1388

Nevertheless, we can surmise that attacking any one qubit is su�-

cient to generate incorrect results.

6.2 Evaluation of IIA and HEA on Quantum
Hardware

Table 5 and table 6 summarize these two attacks on HHL algo-

rithm on ąþĉ_ĘĨğĩĘėĤě machine. We use the average ratio and the

variational distance to quantify the di�erence between probability

distribution of original HHL hardware output and that of attacked

output. On real hardware, HEA seem to have bigger impact in terms

of the variational distance metric. In table 7, we evaluate the success

of an attack by determining whether it causes the ratio to greatly

deviate from the ratio observed without an attack. As shown in

the table, all the HEA and IIA succeeded except for IIA on clock1,

demonstrating the overall e�ectiveness of our HEA and IIA. On

the other hand, the noisy nature of the NISQ computers means

that e�ects of the attacks and the noise both a�ect the output, and

further study of the attacks on real hardware is necessary.

6



Table 7: Summary of HHL outputs without defense under HEA and IIA on ąþĉ_ĘĨğĩĘėĤě. We test attacks on the original HHL circuit. The

checkmark represents the success of the attack detection while the cross means it fails. For the defense, we assume that the defense is

successful if the ratio with defense is closer to the baseline (without attack) of 1:1.1759 or the theoretical ratio of 1:9, compared to the outcome

without defense.

Victim Qubits HEA IIA

Num. Victim Qubits Victim Ratio Attack Succeeded Ratio Attack Succeeded

0 No attack 1 : 1.1883 - 1 : 1.1759 -

1 ancilla 1 : 0.8095 ! 1 : 0.8910 !

1 clock0 1 : 0.6849 ! 1 : 1.2912 !

1 clock1 1 : 1.8335 ! 1 : 1.1868 %

1 b 1 : 2.7800 ! 1 : 1.0105 !

4 All HHL qubits 1 : 2.2500 ! 1 : 1.2169 !

Table 8: Summary of HHL with defense outputs under HEA and IIA on ąþĉ_ĘĨğĩĘėĤě . We test attacks on the defense circuit and compare the

output we get with the expected output. The 7-bit output of the detection registers includes, from left to right, 2 bits for c_ancilla_defense, 3

bits for c_b_defense, and 2 bits for c_clock_defense. The baseline expected outputs are 10 000 00 when HHL converges and 01 000 00 when

HHL is still updating. The checkmark represents the success of the attack detection while the cross means it fails.

Victim Qubits HEA IIA

Num. Victim Qubits Victim Actual Output Defense Succeeded Output of Detection Registers Defense Succeeded

0 No attack 10 000 00 ! 10 000 00 !

1 ancilla 11 010 00 ! 01 001 00 !

1 new ancilla 01 111 00 ! 01 100 00 !

1 clock0 11 011 11 ! 01 001 01 !

1 clock1 11 011 11 ! 10 001 00 !

1 b 01 001 11 ! 01 001 00 !

4 All HHL qubits 10 011 01 ! 10 010 10 !

7 Evaluation of the Defense

Table 8 compares the performance of our defense circuit under

attack against its baseline functionality. The �rst two columns sum-

marize the victim qubits being attacked. Columns 3 and 5 denote

the actual outputs obtained by our experiments for HEA and IIA

with and without attack, respectively, while Columns 4 and 6 indi-

cate whether the attacks were successful. The 7-bit output of the

detection registers includes all the measurements from the defense

mechanisms as shown in part 2, 7, and 11 in Fig. 5, which are, from

left to right, 2 bits for c_ancilla_defense, 3 bits for c_b_defense,

and 2 bits for c_clock_defense. The measurement of the b qubit

in part 10 of Fig.5 is excluded, as our focus is solely on testing the

defense circuit rather than the actual ratio of the HHL algorithm.

The baseline outputs are 10 000 00 when HHL converges and

01 000 00 when HHL is still iterating, all other outputs indicate

some sort of error. For our defense mechanism, we consider the

defense is successful if the actual output deviates from the baseline

output, indicating the detection of an attack. As shown in Table 8,

the actual outputs match the baseline when no attack is present,

demonstrating that our mechanism does not interfere with the

proper functioning of the HHL algorithm. This con�rms that our

defense strategy, which employs an additional qubit, maintains

a high level of output accuracy. Furthermore, Table 8 shows that

our defense successfully detects all types of HEA and IIA targeting

various victim qubits. Even attacks onmultiple qubits are e�ectively

mitigated by our defense mechanism as shown in the last row of

the tables where all 4 HHL qubits are attacked.

Our defense mechanism can further distinguish, to some extent,

which victim qubits the attacker is targeting by combining the

results from table 1, 2 and 3. For instance, outputs such as 01 001

00 or 10 001 00 indicate IIA on the ancilla qubit, while 01 100 00

or 10 100 00 signify IIA on the new ancilla qubit. These outputs

align with the experimental results shown in Table 8. However, not

all actual outputs match the expected outputs predicted by table 1, 2

and 3. Possible reasons for these discrepancies include noise and

the unique characteristics of higher-energy states.

Given the characteristics of higher energy states, it is essential to

ensure that after transpilation, the attack pulse and measurement

of the corresponding victim qubit are mapped to the same physical

qubit on ąþĉ_ĘĨğĩĘėĤě . In our experiments, we addressed this issue

by prioritizing circuit correctness over optimization levels. This

involved meticulous inspection of each transpiled circuit and for-

going some optimization steps. While this approach can be further

improved by selectively choosing qubits with optimal connectivity

for HHL, ensuring that all 7-bit measurement outputs map to the

same physical qubits remains di�cult on ąþĉ_ĘĨğĩĘėĤě due to the

limitations of its transpilation process.

7.1 Resilience of Defense to Noise

We have further evaluated our defense mechanism to ensure that

it works correctly in presence of the noise in today’s Noisy Inter-

mediate Scale Quantum (NISQ) computers. Fig. 6 shows the output

of the HHL algorithm with our defense when there is no attack.

The baseline is the ideal simulator shown as blue bars. As can be

seen the dominant outputs of the attack detection registers are 10
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Figure 6: HHL defense experiments using qubit 0,1,2,3,14 on

ideal simulator (blue bars) and fake backend ĂėġěþĨğĩĘėĤě

(pink bars) with 1024 shots. The baseline expected outputs

are 10 000 00 when HHL converges and 01 000 00 when

HHL is still iterating through the optimization process. All

other outputs represent noisy outputs.

000 00 when HHL converges and 01 000 00 when HHL is still

iterating, while no incorrect outputs are present. The pink bars

show the execution on simulation using ĂėġěþĨğĩĘėĤě , which in-

cludes noise from ąþĉ_ĘĨğĩĘėĤě . A limited amount of incorrect

(noisy) output is observed while the correct 10 000 00 and 01

000 00 outputs remain dominant. Thus our defense is resilient to

noise, which should be expected as we do not introduce signi�cant

new gates into the circuit nor do we increase the depth of the HHL

circuit by any noticeable amount.

8 Related Work

The security of quantum algorithms and quantum information,

in general, has become a very interesting �eld lately. Given that

quantum machines are developing at a rapid pace, researchers have

started focusing on the security aspects. Therefore, [22] exhibits

how to securely transmit information using the HHL algorithm

to prevent information leakage, while [8] de�nes a new measure

of information leakage for the quantum encoding of classical data.

Error propagation in the HHL algorithm has been studied in [23],

where the authors identi�ed three major sources of errors: single-

qubit �ipping, gate in�delity, and error propagation. There is also a

potential way to reduce the demands on physical qubits by eval-

uating the resource cost of quantum phase estimation, which is a

crucial part of the HHL algorithm, before and after quantum error

correction [24]. Similarly, quantum phase estimation, being one

of the most computationally expensive components of the HHL

algorithm, has been tested in terms of scaling properties and related

noise resilience [14].

On the security attack side, researchers are actively exploring

software supply chain and other attacks on quantum computers.

Prior work has demonstrated that the gate-level to pulse-level spec-

i�cation of circuits could be abused to inject attacks in quantum

circuits [21]. This is an example of software supply chain attacks

that could be leveraged to deploy the IIA and cause HHL to gener-

ate incorrect results. In parallel, researchers have explored higher

energy state attacks [20]. The HEA used in our work directly lever-

ages higher energy state attacks [20], but applies them to a new

victim quantum circuit algorithm, the HHL.

The HHL algorithm was developed as a quantum facilitator for

solving large systems of linear equations, o�ering potential ex-

ponential speedups over classical methods. Over time, its time

complexity has been improved by Ambainis [1], Childs et al. [4],

and Wossnig et al.[18], while various works have optimized circuit

depth and e�ciency. We believe the defense ideas targeting IIA and

HEA can be applied to these HHL variants since the defenses focus

on attack mitigation rather than algorithm speci�cs.

9 Conclusion and Future Work

This work demonstrated two types of attacks that could be per-

formed on the HHL algorithm, both on quantum simulators and

on quantum hardware. To address the attacks, this work presented

novel defense strategies against these attacks. To the best of our

knowledge, this is the �rst work that shows attacks and explains

possible defense strategies for the HHL algorithm, both in theory

and in practice. It further demonstrates a practical defense circuit

that detects the attack with limited overhead and is resilient to noise.

For future research, there are several directions that can be pur-

sued thanks to the new understanding of attacks and defenses

presented in this work. One new direction is investigating whether

more e�cient alternatives, in terms of circuit design, exist that

could achieve the same goals with fewer resources. We believe our

design to be minimal, but further optimization may be possible. An-

other path would involve exploring newer HHL algorithm versions

(both fully quantum and hybrid) and applying existing defense

strategies on them.
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